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Privacy Risks
Electronic health records are important for health organization as it assists in the maintenance of health records in a proper manner. The health records are kept in the system which ensures that information is protected and that the retrieval of health records is faster. Although electronic health records are a much secure way of protecting health information, it may be faced with privacy risks. One such risk is that unauthorized persons may get access to the log in details and thus access sensitive information that might be private to the patient (Howe, Adams, Hettinger & Ratwani, 2018). This may lead to a leakage of such private information to the public and might result in the stigmatization of the patients. Another risk is that information may be sent to the wrong person thus availing critical private information to a third party. This is bound to infringe on the patients’ rights to privacy.
Security Safeguards
Electronic health records have several security safeguards that seek to protect the information of patients. There are passwords that are used by authorized employees to get access to the records (Evans, 2016). This is very important as it locks out people who may wish to access sensitive information for malicious actions. Electronic health record system servers are also maintained in secure rooms that are watched and guarded against tampering at all times looked. This is to ensure that the system is not stolen and critical information accessed. The information contained in the electronic health system is backed up to prevent its loss. This is important as there may be incidents of fire or theft that may destroy the information kept. Backing up information ensures that the normal services of the hospital go on.
Strategies for Evaluating the Effectiveness
One of the strategies of evaluating the effectiveness of electronic health records is by performing vulnerability tests. These are tests conducted on the system to determine if it can be easily penetrated by attackers. An effective electronic health record system will detect and deny entry unless is that of an authorized person (Evans, 2016). Another way is by checking on the rate of sending information. Doctors require information from the system to diagnose and prescribe appropriate medications. The rate at which information reaches the doctors determine the effectiveness of the technology. An efficient system will allow for an immediate transfer of records to the doctors to fasten the process of utilizing the information in administration of health services to patients.
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